Foundstone

Professional Services
A DIVISION OF McAFEE

Foundstone WSDigger™ 1.0
Web Services Security Testing Framework

By Kartik Trivedi
Foundstone Professional Services, a division of McAfee

June 20, 2005



Found

Table of Contents

Table of Contents

Growth of Web Services

Web Services Security

WSDigger Features

Installing WSDigger

Using WSDigger

Service Discovery

O O W W N N =

Attack Vector Discovery

11

Exploit

13

About Foundstone Professional Services

23

www.foundstone.com

© 2005 Foundstone, Inc. All Rights Reserved - 1



Found

Growth of Web Services

The term web services refers to architecture, standards, technology and business models that provide an
implementation-independent way for applications to communicate with each other. They are self-contained, self-

describing, modular applications that can be published, located, and invoked across the Web.

Web services are poised for significant growth as demonstrated by the following predication;

e  Gartner predicts “by 2006, 45% of US companies will be using some form of IT utility enabled by Web Services.
Through 2007, web services will enable the emerging RTI capability underlying 80% of hybrid IT utilities
deployed by US companies™.'

e International Data Corp. estimates “Web services would be a $15.2 billion market by 2008.>

e  "Web Services Enabled eBay To Become What It Is Today”, Matt Ackley Senior director of eBay developers

program.’

Web Services Security

Security has been identified as one of the most important challenges to interoperable Web services and one of the most
common reasons for not implementing them. Significant interest in web services specification development from
organizations like Microsoft, IBM, BEA Systems, Oracle, Sun Microsystems and Hitachi has led to myriads of security
standards which often have significant overlap. At the same time as these standards are being created, web services
developers are falling prey to the same or similar attacks that have plagued web applications for the last five years and
which these new standards are not designed to address. Attacks like SQL injection have now become XPATH injection

and in doing so, become even more powerful.

This paper discusses Foundstone WSDigger™ - a new free open source tool designed by Foundstone to automate
black-box web services security testing (also known as penetration testing). WSDigger is more than a tool, it is a web
services testing framework. Version one of this framework contains sample attack plug-ins for SQL injection, cross site
scripting and XPATH injection attacks. A sample web service vulnerable to XPATH injection accompanies the tool.
By releasing the framework as an open-source tool, users are encouraged to develop and share their own plug-ins. The

tool, along with the source code, can be downloaded from Foundstone’s website at http://www.foundstone.com. A

workspace for developing and sharing plug-ins will be available at SourceForge. Go to http://www.sourceforge.net ,

and search for Foundstone.

! “Predict 2005: The Impact of web services still grows” — Gartner Nov 2004
? http://searchwebservices.techtarget.com/originalContent/0,289142.sid26_gci916071,00.html

3 .
http://webservices.sys-con.com/read/48251.htm
www.foundstone.com © 2005 Foundstone, Inc. All Rights Reserved - 2
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WSDigger Features

The major features of WSDigger 1.0 are listed below:

e  Built-in sample attack plug-ins: SQL injection, Cross Site Scripting and XPATH injection

e  Sample Web Service: Includes example web service vulnerable to XPATH injection

e  Open source: The source code of the main tool and the sample plug-ins are included with the installer and the
license allows users to develop their own customizations and attack plug-ins

e Automated Web Services Discovery: The tool analyzes public and / or private UDDI’s to discover web services
related to search specific strings

e  Automated Attack Vector Discovery: The tool analyzes the web service to determine potential points of attack

e  Automated and Manual Exploit Testing: The tool can be used to manually inject malicious data and generates test
cases which can be automatically executed through the attack plug-ins

e  HTML Reporting: The tool generates HTML reports of the results and test case history for further analysis

Installing WSDigger
Pre-requisites

WSDigger is a .NET managed assembly built using C#. It requires the use of the Microsoft NET framework version
1.1.  This maybe obtained wusing Windows wupdate or by visiting the following URL:

http://msdn.microsoft.com/netframework/howtoget/default.aspx. WSDigger has been tested on Windows XP
workstations running the .NET v1.1. While it has not been tested on other versions of Windows, we do believe that it

should execute successfully on all Windows operating systems that can support the 1.1 framework.

WSDigger WS (Sample web service) requires the use of Internet Information Service (IIS). Installation of

WSDigger WS is optional.

www.foundstone.com © 2005 Foundstone, Inc. All Rights Reserved - 3
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Step One

Download WSDigger v1.0.zip from Foundstone’s website at http://www.foundstone.com/resourcses/freetools.htm.

Unzip the file into a separate directory. The directory should now have the following four files:

WSDigger.msi: WSDigger Installer
WSDigger WS.msi; Sample Web Service Installer
Code.zip: Source code of both WSDigger and WSDigger WS

Readme.txt: Help file with installation instruction

Step Two: Installing WSDigger
Double click the WSDigger.msi file to launch the WSDigger installer.

i'-.%‘ Foundstone WSDigger

Welcome to the Foundstone%/SDigger Setup
Wizard

The inztaller will guide pou through the steps required to install Foundstone ‘WS Digger on your
computer.

WARMIMG: This computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the mazimum extent possible under the law.

Cancel | < Back

Accept the Foundstone’s Term of use to install the software

www.foundstone.com © 2005 Foundstone, Inc. All Rights Reserved - 4
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i'._% Foundstone WSDigger ;Iglll

License Agreement

Fleaze take a moment to read the license agreement now. If you accept the terms below, click
Agree", then "Mext". Otherwize click "Cancel".

COPYRIGHT 2005 Foundstone - A division of McAfee. ﬁ’
Apache License
Version 2.0, January 2005

hitp:/www . apache org/licenses

TERMS AND CONDITIONS FOR USE. REPRODUCTION. AND LI
& | Do Not &gree | Agres
[

Cancel | < Back | (= I

Follow the installation steps. Select the installation folder and user permissions.

{i¥ Foundstone WSDigger

Select Installation Folder

The inzstaller will install Foundstone 'WSDigger ta the following folder.

Tainstall in this folder, click “"Mest™. To install to a different folder, enter it below or click “Browse".

Folder:

C:%Program FilezWFoundstone Free Tools\wSDigger® Browse... |
Dizk Cost... |

Install Foundstone WSDigger for yourself, or for amyone who uses this computer:

" Eveone

@ Just me

Cancel < Back

Click Next to Finish the installation

www.foundstone.com © 2005 Foundstone, Inc. All Rights Reserved - 5
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{i7 Foundstone WSDigger =10lx]

Installation Complete

Foundstone 'WSDigger haz been successfully installed.

Click "Cloze" to exit.

Fleaze use Windows Update to check for any critical updates to the MET Framework.

Cance] < Back

Step Three: Installing Sample Web Service (Optional)

Double click the WSDigger_WS.mesi file to install the sample web service.

{i# WSDigger_WS

Welcome to the WSDigger_WS Setup Wizard

The installer will guide pou through the steps required to ingtall WSDigger WS on your compuiter.

WARMING: Thiz computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of thiz program, or any portion of it, may result in s%&re civil
or criminal penalties, and will be progecuted ta the maximum extent possible under the law.

Cancel | < Back

Accept the Foundstone’s Term of use to install the software

www.foundstone.com © 2005 Foundstone, Inc. All Rights Reserved - 6
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i WSDigger_WS _ =] =
1%

License Agreement

Fleasze take a moment ta read the licenze agreement now. |F pou accept the terms below, click "
Agree”, then "MNext". Otherwize click "Cancel”.

COPYRIGHT 2005 Foundstone - A division of McAfee. 3
Apache License
WVersion 2.0, January 2005

http//www.apache. org/licenses

TERMS AND CONDITIONS FOR. USE. REPRODUCTION, AND ﬂ

Cancel | < Back | Mest > I

| Do Mot Agree o EE[S;

Follow the installation steps. Select the installation folder and user permissions.

{i% WSDigger WS

Select Installation Address

The installer will install WS Digger WS to the following wirtual directory,

To ingtall to thiz vitual directory, click "Mext". To ingtall to a different virtual directony, enter it below.

Wirtual directon:

IWSDigger_WS Disk Cost... |

Port:

—

Cancel < Back | Mext = I
)

Click Next to Finish the installation

www.foundstone.com
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Installation Complete

WSDigger 5 has been successfully installed.

Click "Cloge" to exit.

Fleaze uge Windows Update to check for any critical updates ta the MET Framework.

Carnce! < Back

What to do if Installer Fails?

The installer checks to ensure that the .NET framework is installed and the computer meets the minimum requirements
for the installation. If the installation fails for any reason, we suggest running Windows Update

(http://windowsupdate.microsoft.com) and reinstalling the .NET framework. Further questions should be directed to

tools@foundstone.com.

www.foundstone.com © 2005 Foundstone, Inc. All Rights Reserved - 8
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Using WSDigger

WSDigger takes a black box penetration testing approach; that is to say it imitates a malicious user and has no internal
knowledge of the code that drives the web service. It operates by acting as a web services client, discovering how to

interact with the service and asking the user to make decisions.

Using the tool can be broken into several key steps;

e  Service Discovery

e  Attack Vector Discovery
e  Exploit Testing

e  Analysis

The following example shows how the tool can be used to conduct a security assessment of a web service.

Service Discovery

We will first use WSDigger to discover public web services from a public directory of services hosted at Microsoft.

When testing, you should use the UDDI that hosts the WSDL file for the service you are interested in.

Step One

Launch WSDigger by browsing to Start -> Program -> Foundstone Free Tools -> WSDigger

www.foundstone.com © 2005 Foundstone, Inc. All Rights Reserved - 9
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~Ioix]
File Search Report Help

Foundstone: | WSDigger"

CIVIAVL R [ eriter uddi here> -

Search keyword I Search | Clear Search |

Search Results:
Next > |

Step Two

We select the public UDDI from the drop down box. To use the tool against a private UDDI, you must type the
complete URL of the private UDDI, enter the search keyword and press search. For this example, we select Microsoft

public UDDI (http://uddi.microsoft.com/inquire) from the drop down box and search for keyword ‘Airport Weather’.

The results display a list of WSDL’s matching the keyword.

www.foundstone.com © 2005 Foundstone, Inc. All Rights Reserved - 10
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File Search Report Help

Foundstone: | WSDigger"

e =l
Search keyword INrport‘.“a'ea‘ther ¢ Search | Clear Search

Search Results:

[=1- Airport Weather
- Overview :

- — URL : hitp:/ s w=dl/ Airport Weeather wsdl
El- Aiport Weather

‘o — URL : hitp:// —aeesenine®. v =d)/ Aiport Weather wsdl

|Seard1 completed |Seard1 results : 2

As we can see from the results there are two web services that will give us weather information about airports.

Attack Vector Discovery

We then use the tool to parse the WSDL and catalog public interfaces and data types. These are the ways in which we
can talk to the web service and exposed as a way to enable a web services client to know how to communicate. As an

attacker the ways in which we can attack it.

Step one

We select the WSDL to assess and click Next.

Step Two

We click ‘Get Methods’ to parse the WSDL and get the methods. Note the results. The left pane contains a list of
interfaces provided by the Airport Weather web service. When we highlight an interface by clicking on it, the right
pane displays the data type information.

www.foundstone.com © 2005 Foundstone, Inc. All Rights Reserved - 11
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File Attacks Analysis Report Help

Foundstone: | WSDigger"

WSDL |http:// e wsd./ Aiport Weather wsdl Get Methods | Clear Data |
Service URL |hﬂp:ff__fccxfﬁirportWeather Invoke |
[ AiportWeather Input Input Value
El- getHumidity
- String argl =
Output Output Value

<< Back |

|F‘rmxy assembly loaded successfuly from file: C:ADOCUME™T'\ADMINI™1\LOCALS ™14 Temp'\5E4B237B533DBEADDYIFAZ0BCEIFBET7 _wsdig

Step Three

At any time, to view the raw request, response and WSDL information, click on Analysis on the Menu Bar.

www.foundstone.com © 2005 Foundstone, Inc. All Rights Reserved - 12
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Request/Response I WSDL |

Reguest

<?xml version="1.0" encoding="utf-8"?> =
<soap:Envelope xmins:soap="http://schemas.xmlsoap.org/soap/envelope/"
xmins:soapenc="http://schemas.xmlsoap.org/soap/encoding/"

xmins: tns="http://www K—————/ AirportWeather.wsdl"

xmins: types="http://www n——— AirportWeather.wsdl/encodedTypes"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmins:xsd="http://www.w3.0rg/2001/XMLSchema">
<s0ap:Body soap:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">

<ql:getPressure xmins:ql="E M AirportWeather:Station"s>

<argd xsi:type="xsd:string">KLAX</arg0>

</ql:getPressure> hd|

Response

<7xml version="1.0"?z

<SOAP-ENV:Envelope xmins:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmins:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:cc1="http://www aaaeskese® /AirportWeather.xsd"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xmlns:SOAP-
ENC="http://schemas.xmlsoap.org/soap/encoding/">

<SOAP-ENV:Body SOAP-ENV:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<cc2:getPressureResponse xmins:cc? ="l : AirportWeather:Station” SOAP-ENC:root="1">

<return xsi:type="xsd:string">The Pressure (altimeter) at Los Angeles, Los Angeles International Airport, CA, United
States is 29.91 in. Hg (1012 hPa)</return=</cc2:getPressureResponse></SOAP-ENV:Body></SOAP-ENV:Envelope=

Exploit

This phase uses WSDigger to send malicious input to the web service.

Example 1: Good input

Continuing from where we left, select the ‘getLocation’ interface and provide ‘KLAX’ as the input. Click the invoke
button. The results displayed in the right bottom tab show the output generated by the web service. We have
successfully invoked the ‘getLocation’ method of the ‘AirportWeather’ web service.

www.foundstone.com © 2005 Foundstone, Inc. All Rights Reserved - 13
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~lolx]

File Attacke Analysis Report Help

Foundstone: | WSDigger"

WSDL [ritp:/ Aeammpm—— /sl Arport Weather wsdl Get Methods |  Clear Data |
Service URL |ttp:/ i/ ccx/ Aiport Weather Invoke |
Input Input Value

(- Airport Weather
- get Humidity (=1~ getLocation Type| String
et Location - String argl = KLAX Value |KLAX

et SkyConditions
et Summary

Output Output Value
----{System.SNpg: Loz Angeles, Los Angeles Intemational Airport, CA, United Statesl—
il alue|Los Angeles, Los Angele

KN i

<< Back |

|Proxy assembly loaded successfuly from file: C:ADOCUME~T\ADMINI~1\LOCALS~14Temp\5E4B2378533D BEADD73FAZ0BCSIFBET7 _wsdig

Example 2: Malicious Input

Launch a new instance of WSDigger. Click ‘next’ at the bottom right corner and enter the WSDL of web service to

assess. Note: This time we are skipping discovery phase and directly jumping to enumeration. Click ‘Get Methods’ to

enumerate methods.

www.foundstone.com © 2005 Foundstone, Inc. All Rights Reserved - 14
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File Attacks Analysis Report Help

Foundstone: | WSDigger”

wWsDL Ihﬂp:r’x"llllllll.‘l"sdx?ﬂﬂ'l!TempemtureSenrice.wsdl Get Methods I Clear Data |
Service URL Ihﬂp:f’f-ﬁ-ﬂ—lfsoap;’ser\rleﬂrpcrouter Invoke |
=l Temperature Service Input % Input Value
i getTemp
Output Output Value

<< Back |

|Pmy assembly loaded successfuly from file: C:A\DOCUME™T'ADMINI~T\LOCALS~1"\Temp"\SFCC16FBBF13879FB2567195A3448859 wsdigge

Select a method and browse to Attack -> Select Attack Type. Check the attack and hit Start.

www.foundstone.com © 2005 Foundstone, Inc. All Rights Reserved - 15
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1= EY

File Attacks Analysis Report  Help

Foundstone: | WSDigger”

WsDL Ihﬂp:ff_ﬁlﬁ..r_’sdx?ﬂﬂ'l!TempemtureSenrice Jwsdl Get Methods | Clear Data |
Senvice URL Ihﬂp:f’f-nl\l'-fsoap,-’senrlet;’rpcrouter Invoke |
=) Temperature Service Input Input Value
LopetTemn | =2 qetTemp |
Attack
S0L injection attack -

Cross Site Scripting attack gs?-ggnnpﬁ(njemfam; )999

¥Path injection attack

get Temp{ —sp_password J;
System.Single: value = -999

getTemp(" UNION ALL SELECT );
System . Single: value = -999

get Temp( " or (EXISTS) );
System Single: value = -335

getTemp( " (selecttop 1 J;
System.Single: value = 999

FetTemp( WUTL_HTTP.REQUEST );

5 1}[ | Stop | Cloze | J

=digge

Browse to Report -> Generate Report after the scan is done. The report displays how the web services responds to

automated attacks. Note that the web service does not seem vulnerable to any attack in this case.

www.foundstone.com © 2005 Foundstone, Inc. All Rights Reserved - 16
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=T
File Edit View Favorites Tools Help ‘ :.

eaack-ov@@\(h|p5earch \ir\\'_(Favonbes @‘B';@'Jm h"ﬁ! -
Address I@ C:\Program Files\Foundstone Free Tools\WSDigger wsdigger_report.htm j Go |Links £
a

Foundstone: | Wsbigger: A
5/31/2005 7:55:01 PM
UDDI Search Report

uDDI Url:
Search keyword:

WSDL Invocation Report

Selected URL for invocation: http:// e sisgme/sd/2001/TemperatureService.wsdl
Selected Service Name: TemperatureService

Methods Retrieved: 1

0 getTemp

Attack Report

Selected Method: getTemp %

getTemp( 'or 1=1--); System.Single: value = -999

getTemp( "or '1'="1--); System.Single: value = -999

getTemp( 'or 'a'="a"- ); System.Single: value = -999

getTemp( ' --); System.Single: value = -999

aetTemol ' : ): Svstem.Sinale: value = -999 =l
[E]pene [T [ [9 vy Computer 4

Example 3: Malicious Input

Let us use WSDigger to hack a vulnerable web service. Launch a new instance of WSDigger. Click ‘next’ at the
bottom right corner and enter the WSDL of web service to assess. Note: This time we are skipping discovery phase and

directly jumping to enumeration. Click ‘Get Methods’ to enumerate methods.

www.foundstone.com © 2005 Foundstone, Inc. All Rights Reserved - 17
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File Attacks Analysis Report Help

Foundstone: | WSDigger”

WISDL |t gy 1| E TEO R-S/ MW SAF/WSDL/Weather/ Global Weather wsdl Get] Jethods I Clear Data |
Senvice URL Il'rl'lp:f’fillﬂ_l_fcmf'GlobBIWeather Invoke |

(B~ StationInfo Input Input Value

-listCountries
-searchByCode
-searchByCountry
-searchByMName
-searchByRegion

Output Output Value

<< Back |

|Proxy assembly loaded successfuly from file: C:\DOCUME™T\ADMINI~T\LOCALS~1\Temp\F46CF18D9434D17B0824A38169F 3670 D _wadiag

Select a method and browse to Attack -> Select Attack Type. Check the attack and hit Start.

www.foundstone.com © 2005 Foundstone, Inc. All Rights Reserved - 18
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File Attacks Analysis Report  Help

Foundstone: | WSDigger"

WISDL | gl Bl TECIR-S/ MW SAF/WSDL/ Weather/GlobalWeather wsdl Get Methods | Clear Data |

Service URL I"ﬂpif’mﬂlobal‘ﬂi‘emher Invoke |
(B~ StationInfo I'"ﬂ-ﬂ Ilnput Value
SQL injection attack W SDigger.DynamicProxy Station[20] B
Cross Site Scripting attack System.Stingicao = VLVT

em.String:wmo = 48540

[ ¥Path injection attack ﬁem&nng iata =
System.Double elevation = 171
System.Double fatitude = 1795
System Double Jongitude = 102 567
System . String:name = Vientiane
System . String region =
System . String :country = Lao People’s Democratic Republic —
System String string = VLVT - Viertiane, Lao People's Democratic Republic & 17.95°N

102.567E 171m

WS Digger.Dynamic Proxy Station[21] té
System.Stingicao = DIDK
System.String wmo = 65562
System Stringiata =
System.Double elevation =52
System.Double fatitude = 6.65

Start Stop Close J

|mey assembly loaded successfuly from file: C:\DOCUME™T\ADMINI~T\LOCALS~1\Temp\F46CF18D3434D17B0824A38169F 967D D _wadigg

Browse to Report -> Generate Report after the scan is done. The report displays how the web services responds to

automated attacks. Note that the web service is vulnerable to SQL injection attack.

www.foundstone.com © 2005 Foundstone, Inc. All Rights Reserved - 19
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% WSDigger Report - Mozilla Firefox =1ol x|
File Edit View Go Bookmarks Tools Help 0
@ - I:> A @ @ ID ﬁle:,.',.","c:,’Prcgram%ZOFiIasfFoundsmne%ZDFree'b‘nZOTooIstSDigger,.'vj @ Go I@,

B Getting Started [ Latest Headines | ] Interesting BlackBerry Web Client @ W5Sl.com | ) blogs ) top5 ) mesd |} owasp >

Foundstone:| WSDigger" 2

6/20/2005 3:25:00 PM
UDDI Search Report

UDDI Url:
Search keyword: global weather

WSDL Invocation Report

Selected URL for invocation: http:// iyl |/ ETEOR-S/MWSAF/WSDL/Weather/Globalweather.wsdl
Selected Service Name: StationInfo

Methods Retrieved: 7

] getStation

1 isValidCode

2 listCountries

3 searchByCode
4  searchByCountry
5  searchByName
6  searchByRegion

Attack Report

Selected Method: listCountries

System.String[0]=afghanistan
System.String[1]=albania
System.String[2]=algeria
System.String[3]=angola
System.String[4]=antarctica
System.String[5]=antigua and barbuda
System.String[6]=argentina

System.String[7]=armenia
Cuctam CtrinalA1—ariha

L T I R

a1

|Done

Example 3: Using the locally installed Sample Web Service

If the user ran WSDIgger WS.msi installer, the sample web service is installed at
http://localhost/WSDigger WS/WSDigger WS.asmx. and the corresponding WSDL at
http://localhost/WSDigger WS/WSDigger WS.asmx?wsdl. You can try manually browsing to the URL and
invoking the methods.

www.foundstone.com © 2005 Foundstone, Inc. All Rights Reserved - 20
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http://localhost/WSDigger_WS/WSDigger_WS.asmx?wsdl

R WSDigger_WS Web Service - Microsoft Internet Explorer — 1= =]
| Er

>

File Edit View Favorites Tools Help

Q= - © - %) (2] in| S semen Lormons €D | L2 in ] - | ) sum

Address [ ] http:/localhost \WSDigoer WS /WSDigger_Ws. asms

=]
WSDigger WS

The following operations are supperted. For a formal definition, please review the Service

Description.

= xpath

a il

P T L T T [ [N&ioctmeanet A

Launch WSDigger and hit next to get to the WSDL screen. Enter

http://localhost/WSDigger WS/WSDigger WS.asmx?wsdl in the WSDL textbox and hit ‘Get Methods’. The

result displays methods enumerated.

L=

File Attacks Analysis Report Help

Foundstone: | WSDigger"

WSDL |nttp:/Aocalhost/WSDigger_WS,/WSDigger_WS asmciwsdl Get Methods I Clear Data |
Service URL Il'rl'tp:ff’loc:alhost,-“."a' SDigger_ WS \WSDigger_WS .asmx Invoke |
- WSDigger WS Input Input Value
L.xpath
Cutput Cutput Value

<% Back |

|F‘roxy assembly loaded successfuly from file: C:ADOCUME™T\ADMINITTWLOCALS ™1\ Temp  AS2CBEGDS45133006AF54069357601 DD _wsdiac

Browse to Attack ->Select Attack Types. Select all 3 attack plug-in and hit enter. Once the tool is finished,
browse to Report -> Generate Report. The report is generated and displayed in the default browser. The

web service is vulnerable to XPATH Injection and dumps the complete database.

www.foundstone.com
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Foundstone

File Edit View Favorites Tools Help

Q-0 N @ G o e @ (3L - Jon Q@B 4 ED
Address I@ C:\Program Files\Foundstone Free Tools\WSDigger \wsdigger_report.htm j Go |L|nks kel GSntIt E‘[‘

Publishing 72.52Malcolm Gladwell Blink : The Power of Thinking Without =
ThinkingLittle, Brown16.35Dan BrownThe Da Vinci Code Doubleday52.23Janet
EvanovichEleven on TopSt. Martin's Press63.23Karrine Steffans, Karen
HunterConfessions of a Video VixenAmistad 24.23
System.String: value = Covey, StephenFirst Things First: To Live, to Love, to
Learn, to Leave a LegacyDelanie Press78.23Allen, DavidGetting Things Done:
k The Art of Stress-Free ProductivityPengiun Books62.23Lama, DalaiThe Art of
Happiness: A Handbook for LivingRiverhead hardcover18.26].K. Rowling, Mary
GrandPrA@Harry Potter and the Half-Blood Prince (Book 6) Arthur A. Levine
Books25.43David McCullough1776Simen and Schuster 35.625teven D. Levitt,
Stephen 1. Dubner Freakonomics : A Rogue Economist Explores the Hidden
Side of EverythingWilliam Morrow54.23Elizabeth Kostova The HistorianLittle,
Brown19.23Thomas L. FriedmanThe World Is Flat: A Brief History of the
Twenty-first CenturyFarrar, Straus and Giroux63.42Michael F. Roizen,
Mehmet OzYOU: The Owner's Manual : An Insider's Guide to the Body that
Will Make You Healthier and Younger HarperResource35.62Khaled
HosseiniThe Kite RunnerRiverhead Trade 35.63Bob WoodwardThe Secret
Man: The Story of Watergate's Deep ThroatSimon and Schuster 19.53Kevin
TrudeauMatural Cures "They" Don't Want You To Know AboutAlliance
Publishing 72.52Malcolm Gladwell Blink : The Power of Thinking Without
ThinkingLittle, Brown16.35Dan BrownThe Da Vinci Code Doubleday52.23)anet
EvanovichEleven on TopSt. Martin's Press63.23Karrine Steffans, Karen
HunterConfessions of a Video VixenAmistad 24.23Covey, StephenFirst Things
First: To Live, to Love, to Learn, to Leave a LegacyDelanie Press78.23Covey,
StephenFirst Things First: To Live, to Love, to Learn, to Leave a
LegacyDelanie Press78.23Allen, DavidGetting Things Done: The Art of Stress-
Free ProductivityPengiun Bocks62.23Allen, DavidGetting Things Done: The Art
of Stress-Free ProductivityPengiun Books62.23Lama, DalaiThe Art of
Happiness: A Handbook for LivingRiverhead hardcover19.26Lama, DalaiThe
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About Foundstone Professional Services

Foundstone Professional Services, a division of McAfee, offers a unique combination of services and education to help
organizations continuously and measurably protect the most important assets from the most critical threats. Through a
strategic approach to security, Foundstone identifies, recommends, and implements the right balance of technology,

people, and process to manage digital risk and leverage security investments more effectively.

Foundstone’s Secure Software Security Initiative (S3i™) services help organizations design and engineer secure
software. By building in security throughout the Software Development Lifecycle, organizations can significantly

reduce their risk of malicious attacks and minimize costly remediation efforts. Services include:

e  Source Code Audits

e  Software Design and Architecture Reviews
e  Threat Modeling

e  Web Application Penetration Testing

e  Web Services Security Assessment

e  Software Security Metrics and Measurement

For more information about Foundstone S31i services, go to www.foundstone.com/s3i.

Foundstone S3i training is designed to teach programmers and application developers how to build secure software and

to write secure code. Classes include:

° Building Secure Software

e  Writing Secure Code — Java (J2EE)

° Writing Secure Code — ASP.NET (C#)
e  Ultimate Web Hacking

For the latest course schedule, go to www.foundstone.com/education.
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